Math 129 
Encoding Using Modular Arithmetic
1. Shift (Caesar’s) Cipher.

A shift cipher uses the following formula to determine the cipher text

C = P + a   (MOD 26)

where C is the value of the character in the cipher text, P is the value of the character in plain text, and a is the length of the shift (constant). 

Example1. Encode the phrase “HELLO YOU” using a shift cipher with constant a=5.
              Plain text                                         Cipher text
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    25 + 5  = 30
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    21 + 5 = 26 
[image: image13.wmf]º

0        
[image: image14.wmf]®

      Z
Encoded message:     MJQQT DTZ

2. Multiplication Cipher.
  A multiplication cipher uses the following formula to determine the cipher text

C = aP   (MOD 26)

where C is the value of the character in the cipher text, P is the value of the character in plain text, and a is the multiplication constant. 

Example 2.  Encode the phrase “HELLO YOU” using a multiplication cipher with constant a=5.

              Plain text                                                    Cipher text
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 5  = 40    
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 5  = 25                         
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 5  = 60   
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5  = 75    
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 5  = 125 
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 5 = 105  
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Encoded message:    NYHHW UWA
Math 129

Encoding  and  Decoding
1. Decipher the following message written with the Freemasons code.
2. Decipher the following message. It was encoded using a shift (Caesar’s) cipher but the length of the shift (a) in not given. Find a way to break the code (trial and error might be helpful here) 
                    MQBFGMQBWYK   WK   BFG   VQDOSQOG   UX   DQBSTG   

3. Encode the  following words by multiplication using the indicated value of a. Show al your work on  another piece of paper.

a) SECRET, a=7 ______________________          b) CHARACTERS, a=5 ____________________

c) CAREFUL., a=6 _____________________        d) CAREFUL, a=13 _______________________
e) USELESS, a=26 _______________________
1. Explain why some of these codes would not be useful.

2. To explain why some of the codes don’t work do the following

a) Build a multiplication table in mod 12  (it would be better to build one in mod 26 but that would take too long!)
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b) Look at the rows were products are repeated. Explain why that would be bad if you were using this table to encode a message.

c) What numbers have rows were products are repeated? _____________________________________

d) What numbers have rows were all products are different? __________________________________

e) What is different between these two sets of numbers? (Hint: think  about factors of 12).

f) Look at the values of a that yielded invalid codes on question #1. What do they have in common with the number 26?

g) What numbers from 0 to 25 can be used for encoding by multiplication? (these numbers are said to be relative primes to 26)
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